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ABSTRACT

Online advertisements are delivered through real-time
bidding(RTB) and behavioral targeting of users. The

user profile sent in the ad request contains data that

infringes on user privacy and is propagated and stored
throughout the RTB network by the actors seeking to
increase their performance and profitability. In this
paper, we propose to leverage  Functional
Encryption(FE) to preserve wuser privacy. Our
implementation showed that it can be integrated to the
current RTB ecosystem and provide real-time(< 20ms)

privacy-preserving advertising with minimal changes.

eohel FuARE izt 5
FrE AEAE TRE 4 AR
she 4 A b 2 A ool
i 5] Ahe) Fu
Azl v Y F 5}‘/}"1”4 Prfol el A
g ARgAbel| B A Fas wEshe wE Y
a7} de] o)z 9lrk 253 A= Real-Time
Bidding(RTB) 2.2 H3=E A7 g1 ukalog
AFE, Qo] RTB 7ol AHae] At
U o), 48 59 Ao} i 2] Aekelod
e ol ol &e AAHel 1A oy wui
T AAZE B R Hefa

Seh} H AR 5] FeAde] ZthEws]
E 913 AR A An 3l e el
71515 ek ol et Googlest e FAE A
S'—X]—h third party cookie A<}, Privacy Sandbox<}

PO Mo 2 AR AHE HIE= 23S F
5’]—5’_ gick olzlgh Aok 2 <18 7| P A=
AL pefel] Al Bb S L Sk olE S5
7] 2138+ ko2 Google®] Topics, FLEDGE®} 7+-&
EoE F] WAL vlRale] EeEo} e g
3P AE 53 kkEe] 3 AldE A Qlck &
AR R T Ao 7 Ha AL v 3
oAx|=9] nhdo] = Hs}.n% E3jols H]—/\HZJQ,] 735
ate] wi-g- <z HL ¥k ohe} 71E2] RTB 3
Zgell & 724 WAl E1E]ste] Al AHgell= w
<= of&ee] sk

A=

O

o

]

Fl

712 RTB 37L& 7ulew

H R AT SIS REAY U BB dSHCTATAIE S 9A151) Qs el

0-02048)

5 (IITP-2023-2021-

¢ First Author : Seoul National University Department of Computer Science and Engineering, eradegus@snu.ac.kr, &H13]%]

Corresponding Author : Seoul National University Department of Computer Science and Engineering, tkkwon@snu.ac.kr, %3]%1
Seoul National University Department of Computer Science and Engineering, wayles@snu.ac.kr, 2131

T E 0 202302-020-B-LU, Received January 31, 2023; Revised February 20, 2023; Accepted February 20, 2023

445



The Journal of Korean Institute of Communications and Information Sciences "23-04 Vol.48 No.04

Functional Encryption(FE)®! & =3lsle= tizjelS-
Aekgle}. FE= $+33Hencryption)® dlo]e]e] B35
SH(decryption) §lo] AAE AARe T3t A=
e Whalolt). o]2jdk EAC® COVID-19 xlf]
7l ZA Axe}l 3k w7kl A Re] Egle]
o] & o]&3l 7 YAAE zholl= & vhekgt AT
SEEEERVET]

. oi7HHA

2.1 Real-Time Bidding(RTB)
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*SSP: Supply Side Platform
User *DSP: Demand Side Platform
*ADX: Ad Exchange
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Fig. 1. User profile in the current RTB
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2.2 Functional Encryption(FE)
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Fig. 2. Functional Encryption with TTP
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Fig. 4. Prototyping using simulated user
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Fig. 5. Elapsed time of FE decryption
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